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10 BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to data transmission over computer 
networks. More particularly, it relates to improving the throughput of 
| network controllers using bus mastering architecture. 



2. Description of the Prior Art 

A computer network is a system of hardware and software that allows 
two or more computers to communicate with each other. Networks are of 
several different kinds. For example, local area networks ("LAN") connect 
computers within a work-group or department. There are campus networks 
which extend to multiple buildings on a campus. There are metropolitan 
area networks, ("MAN") which span a city or metropolitan area. There are 
wide area networks ("WAN") that make connection between nodes in 
different cities, different state and different countries. An enterprise network 
connects all of the computers within an organization regardless of where 
they are located or of kind, Networks operate under a network operating 
system ("NOS") whose architecture is typically layered. That is, a layered 
architecture specifies different functions at different levels in a hierarchy of 
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software functions. A typical layered architecture can be conceptualized as 
having five layers: a user interface layer at the top of the hierarchy followed 
by an upper protocol layer, a lower protocol layer, a driver layer and finally a 
physical layer at the bottom. 

The user interface layer is the layer in which the data to be 
transmitted is created. For example, the user interface layer may be a word 
processor and the data to be sen, is a file that was created by the us*r with the 

word processor. 

The upper protocol layer specifies the destination of the data to be 
transmitted. It also passes the data to be transmitted to the lower protocol 
layer. Because the lower protocol layer cannot handle an unlimited amount 
of data at any given time, the upper protocol layer passes data to the lower 
protocol layer in predetermined quantities called packets. 

The lower protocol layer includes the communications services 
which are a set of conventions which define how communicaUon over the 
network will be structured. In general, data passed from the upper protocol 
layer as packets are broken down further by the lower protocol layer into 
frames. A frame is a data structure for transmitting data over a serial 
communication channel and typically includes a flag that indicated the star, 
of the frame followed by an address, a control field, a da,a field and a frame 
check sequence field for error correction. The data field may be either fixed 
or variable. In the case of Ethernet, the frame is of variable sue with a 
maximum size of 1,514 bytes. Also the functions of sequencing of frames, 
the pacing of frames, routing, and the like are done in the lower protocol 
layer. In performing these functions, the lower protocol layer establishes 
various descriptor and buffer fields in main memory. 

The next layer down is typically called the driver layer. This layer is a 
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software module that is specific to the network controller hardware. The 
purpose of a driver is to isolate the hardware specific software functions in 
one module to facilitate interchangeability of hardware and software 
components designed by different organizations. The driver programs the 
network controller to carry out functions and transfers data between the 
network controller and the lower protocol layer. In doing so, the driver 
layer passes various descriptor and buffer fields on to the physical layer. 

The physical layer is the hardware which in a network includes the 
network controller and the physical link. If the physical link is linear, such 
as Ethernet, a carrier sense multiple access /collision detection (CSMA/CD) 
system is used in which a node sends a signal that every other node detects 
but only the addressed node interprets as useful data. If two nodes send 
signals at the same time, a collision occurs and both backoff, wait for a 
unique random amount of time and then try again. 

Figure 1 is a block diagram of the general setting of the invention. 
Referring now to Figure 1, a CPU 2, a main memory 6 and a bus mastering 
network controller 8 are connected to system bus 4. 

Bus mastering network controller 8 consists of a parallel data side 10, 
a buffer memory 11 and a serial side 12. Parallel side 10 is connected to 
system bus 4 and serial side 12 is connected to network physical link 14. Bus 
mastering network controller 8 is specific to a particular type of network 
such as Ethernet, token ring, etc. and provides the attachment point for the 
network physical link such as coaxial cable, fiber optic cable, etc., wireless 
(where an antenna and base station are needed). Bus mastering network 
controllers are a class of network controllers that are capable of transferring 
data from main memory to the physical link directly without requiring any 
interaction by the host CPU. When a bus mastering network controller is 
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used, a data frame is communicated from CPU 2 to bus mastering network 
controller 8 by having the driver layer set up transmit buffers and 
descriptors in main memory 6 that contain all of the information about the 
frame to be transmitted such as frame length, frame header and pointers to 
application data fragments. The bus mastering network controller is then 
able to transfer the data directly from the application fragments directly 
without requiring any data copy from the CPU. In order to do this, bus 
mastering controller 8 gains control of system bus 4 and reads or writes data 
directly to and from main memory 6. 

Figure 2 is an event chart showing the operation of a prior art bus 
mastering network controller 16. In Figure 2 the events run vertically from 
top to bottom in order of their occurrence. The events of CPU 2, parallel 
side 10 and serial side 12 are shown on separate event lines for clarity. 

The sequence of events shown in Figure 2 are accurate, but the time 
between events as illustrated in not intended to be to scale. Referring now 
to Figure 2, at time 101, CPU 2 issues a transmit command (Tx) which is sent 
out over bus 4 to bus mastering network controller 8. At time 102, bus 
mastering network controller 8 receives the transmit command. At time 
103, bus mastering network controller 8 completes acquisition of bus 4 at 
which point it drives all signals on bus 4. At time 104, the transfer of a 
frame of information from main memory 6 to buffer memory 11 is 
commenced. The frame transfer is in parallel over bus 4. In the case of 
modern computer architectures, bus 4 may be 32 or 64 bytes wide. The data 
transmission rate from main memory 6 over bus 4 to buffer memory 11 is 
much greater than the transmission of data over network physical link 14. 
For example, for a 100Mbps FastEthernet link, it takes 122 microseconds to 
transmit a 1500 byte frame but takes only about 11 microseconds (this is a 
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theoretical minimum with a system with a 32 bit, 33 Mhz PCI bus with 0 
wait state memory) to copy the same frame across bus 4. 

At time 105, serial side 12 commences transfer of data from buffer 
memory 11 onto network physical link 14. The difference in time between 
time 104 and 105 is known as the threshold period which is programmable 
parameter and is measured in units of bytes stored in buffer memory 11. 
This parameter is chosen to optimize the two objectives of starting 
transmissions over the physical link as soon as possible and avoiding an 
underrun condition. 

At time 106, the copying of a complete frame from main memory to 
buffer memory 11 is complete. However, the transmission by the serial side 
12 over the network physical link 14 has not yet been completed. It is not 
until time 107 that the transmission of the first frame of data is complete. 
The time between the event of copy of a complete frame at 106 and the 
event of completion of transmission of the frame at time 107 may vary 
substantially primarily because the serial side is slow compared to the bus 
speed and also because the serial side 12 may not be able to transmit 
immediately or there may be failures in transmission that require several 
retries. Thus the actual interval between events at times 106 and 107 may be 
very long. 

At time 108, serial side 12 issues an indication that the transmission is 
complete. The indication may be in the form of an interrupt, writing to a 
particular location in main memory or setting a flag. At time 109 the 
transmission complete indication is acknowledged by parallel side 10. At 
time 110, the transmission complete is acknowledged by the CPU at the 
driver layer. At time 111, the transmission complete is acknowledged in the 
CPU at the lower protocol layer. At time 112, the transmission complete is 



42390.P3025 



-5- 



JHS/THW/aeg 



acknowledged by the CPU at the upper protocol layer. At this point, 
transmission of one frame is complete. 

A packet of data is the largest quantity of data that the lower protocol 
layer can handle at any one rime. A packet may consist of one or more 
frames. If there are additional frames under the control of the lower 
protocol layer, they will be sent at this time. If there are no additional 
frames under the control of the lower protocol layer, the lower protocol 
layer will send a request for the next packet to be passed to it. At time 113, 
the upper protocol layer transfers the packet to the lower protocol layer. At 
time 114, the lower protocol layer transfers a frame to the driver layer. And 
at rime 115, the driver layer programs the physical layer by passing various 
descriptor and buffer fields thereto. At time 18, the CPU issues the transmit 
command to bus mastering network controller 8. Thereafter the process is a 
repeat of what was previously described. 

Data throughput is affected in two ways by the architecture of the bus 
mastering network controller. One way is the time between frames being 
put out on the physical link by serial side 12. The second way is the time 
required to move data from main memory 6 to buffer memory 11, This 
includes the time to move data from either: 1, the lower protocol layer to 
buffer memory 11 if there are one or more frames under the control of the 
lower protocol layer; or 2, the upper protocol layer to buffer memory 11 if 
their are no packets under the control of the lower protocol layer. 

In Figure 2, the activities of CPU 2, parallel side 10 and serial side 12 
are connected. In general, the driver layer programs the bus mastering 
network controller to copy data from application fragments and then 
returns to the NOS. With this approach, as can be seen from examining 
Figure 2, there is a substantial period of time between the completion of 
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frame copy at time 106 and the issue Tx complete indication at time 108. 
During this period, CPU 2 is idle with respect to transmission of data 
the network. This limits the data transfer rate on frame transmissions. 
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SUMMARY OF THE INVENTION 

The present invention is a system for the transmission portion of a 
bus mastering network controller connected to a system bus in a computer 
and intended for transmitting a data frame from the computer over a 
physical link of a network. A CPU and main memory are also connected to 
the system bus. The bus mastering network controller includes a buffer 
memory. It also includes a parallel side connected to the system bus which 
transfers data frames from the main memory to the buffer. The bus 
mastering network controller also contains a serial side which is connected 
to a physical link and which transmits frames written into the buffer in 
parallel over the physical link in a serial format. In operation, the parallel 
side commences copying a first frame of data from the main memory to the 
buffer memory. The serial side commences taking data from the first frame 
from the buffer memory, converting it to serial data and transmitting it over 
the physical link after a threshold quantity of data has been copied from the 
main memory to the buffer memory. The parallel side provides an 
indication to the CPU that the first frame has been successfully transmitted 
over the physical link immediately upon completion of copying of the first 
frame from main memory to the buffer memory. Upon receipt of the 
indication, the CPU then checks to determine if the buffer has room to 
accept data from a second frame of data and if so commences to copy the 
second frame of data from the main memory to the buffer memory. Upon 
completion of transmission of the first frame of data over the physical link, 
the serial side provides the parallel side with an indication thereof, and the' 
parallel side reallocates the memory locations in the buffer memory 
associated with the first frame to storage of the second frame. 
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BRIEF DESCRIPTION OF THE DRAWING 

The invention will now be described in connection with the drawing 
in which: 

Figure 1 is a block diagram of the general setting of the invention. 
Figure 2 is an event chart showing the operation of a prior art bus 
mastering network controller. 

Figure 3 is a block diagram of the bus mastering network controller of 
the present invention. 

Figure 4 is an event chart showing the operation of the present 



u invention. 
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W Figure 5 is a flow chart showing the operation of the present 
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DESCRIPTION OF THE PREFERRED EMBODIMENT 

The present invention solves the problems of the prior art by 
pipelining the flow of data. To do this, the concept of successful completion 
on copy is used. That is, the bus mastering network controller indicates to 
the CPU that a frame has been successfully transmitted not when it has 
actually been transmitted, but rather as soon as the data from the main 
memory is copied across system bus to the buffer memory. The driver layer 
upon receiving the successful completion of copy signal from the parallel 
side of the bus mastering network controller releases the transmit frame 
descriptors and buffers associated with the most recent frames copied from 
main memory to buffer memory. Since these buffers and descriptors are 
required by the lower protocol layer in setting up then next frame, releasing 
them, allows the lower protocol layer to initiate a new frame transmission 
while the previous one is still being transmitted. The next frame is 
transferred to the buffer memory as the previous frame is being transferred 
to the serial side. This keeps the serial side always busy and the data 
throughput is only limited by the bandwidth capability of the physical link. 
And, the CPU and bus mastering network controller 16 do not contend for 
the system bus during the setup of the new frame since the bus mastering 
network controller continues transmission from the buffer memory. 

Figure 3 is a block diagram of the important components in the 
transit path only for bus mastering network controller according to the 
present invention. Similar components would be found in the receive 
path. Referring now to Figure 3, bus mastering network controller 16 is 
divided into three functional areas: a parallel data side 18 which is 
connected to system bus 4, a buffer memory section 20 and a serial data side 
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22 which is connected to physical link 14. In parallel data side 18, bus 4 is 
connected by signal path 23 to bus interface 24. Bus interface 24 performs the 
function of a direct memory access bus master which transfers data from 
system memory 14 of Figure 1 to buffer memory section 20 and also 
performs I/O functions that allow CPU 2 to program bus mastering network 
controller 16 by writing to specified registers in parallel side controller 34. 
Bus interface 24 is connected by data path 22 to buffer memory 20. 

Buffer memory 20 is connected by data path 26 to serial data side 22 
and particularly to parallel to serial converter 28, Parallel to serial converter 
28 is connected by data path 30 to network interface 32 which is in turn 
connected to network physical link 14. A parallel side controller 34 is 
connected by control signal path 36 to bus interface 24 and by control signal 
path 38 to buffer memory 20. A serial side controller 40 is connected by 
control signal path 42 to network interface 32 and by control signal path 44 to 
parallel to serial converter 28. Parallel side controller 34 and serial side 
controller 40 communicate with each other over signal path 46. 

A set of statistics registers 48 addressable by CPU 10 are connected to 
parallel side controller 40 by signal path 49 and to bus interface 24 by signal 
path 50. 

Parallel side controller 34 consists of a microcontroller and a read only 
memory which contains the instructions for the microcontroller. The 
microcontroller also accesses the various descriptors and buffers associated 
with each frame that are set up by the driver layer in CPU 2. The 
microcontroller also programs the direct memory access functions of bus 
interface 24. 

Buffer memory 20 is necessary in part because of the difference in 
speed at which data is received from main memory 6 and the speed at which 
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data can be sent out over network physical link 14. Data is transferred into 
buffer memory 20 as determined by the availability of and data transfer rate 
of bus 4 as well as the availability of free memory in buffer memory 20. Data 
is transferred out of buffer memory 20 on a first in, first out OTTO") basis at 
a rate that is based upon the availability of and the data transfer rate of 
network physical link 14. 

Data is transferred from buffer 20 to serial side 22 in frames. If there is 
insufficient data in buffer memory 20 to supply a complete frame when 
requested by serial side controller 40, an underrun condition occurs. This is 
detected by serial side controller 40 and an indication transmitted to parallel 
side controller 34. In addition, when an underrun is detected by serial side 
controller 40, it sends a command to network interface 32 to send out a jam 
sequence. The parallel side upon receiving an indication from the serial side 
issues a series of automatic retries and also changes the threshold. In the 
case of an Ethernet, a jam sequence consists of 4096 bytes of data which can 
be anything. This is part of the protocol and will be detected at the receiving 
end as a failure to transmit that frame. 

The size of buffer memory 20 is selected to be the optimum size 
memory for avoiding any underrun conditions, for commencing to read the 
next frame of data from main memory while the previous frame is being 
sent over the physical link and system cost. An underrun condition is 
undesirable because retries cause inappropriate use of network bandwidth 
and, all other things being equal, it slows down data transfer. 

Parallel to serial converter 28 performs the function of converting 
data arriving at its input in one or more bytes to a string of serial data. 
When parallel data arrives, the conversion process starts immediately and 
converted data is immediately passed to network interface 32. 
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On the transmit side, network interface 32 performs the functions of 
monitoring the availability of the network physical link 14, and collision 
handling. It also detects errors and reports them via signal path 42 to serial 
side controller 40 where they are in turn stored in statistics registers 48. In 
the present invention, statistics registers 48 store the number of collisions 
that are experienced in excess of some predetermined number such as 15 
and the number of underruns and any kind of error encountered when the 
frame was being transmitted over the physical link. In the prior art, a 
complete indication of such conditions is issued after finishing transmission 
of an entire frame, for example at time 212 in Figure 4. At that time, the 
status of the transmission is known completely known and is transferred 
back to the CPU along with the complete indication. In the present 
invention, transmit statistics for completed frames cannot be kept in such a 
way. Since the driver layer has already freed up all of its descriptors and 
buffers associated with the frame, bus mastering network controller 16 
cannot report such statistics on a frame by frame basis. This problem is 
solved by statistics registers 48. As frames are transmitted over physical link 
14 by serial side 22, serial side controller 40 generates a message containing 
the status of the transmitted frame and passes this message over data path 46 
to parallel side controller 34 which in turn updates statistics registers 48. 
The NOS has access to registers 48 through interface 24 as required. 

An event chart showing the operation of bus mastering network 
controller 16 according to the present invention is shown in Figure 4. At 
time 201, CPU 2 issues a transmit command (Tx) which is sent out over bus 
4 to bus mastering network controller 16. At time 202, bus mastering, 
network controller 16 receives the transmit command. At time 203, as also 
in Figure 2, bus mastering network controller 16 completes acquisition of 
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bus 4. At time 204, as also in Figure 2, the transfer of a frame of information 
from main memory 6 to buffer memory 20 is commenced. 

The frame transfer is in parallel over bus 4. In the case of modern 
computer architectures, bus 4 may be 32 or 64 bytes wide. The data 
transmission rate from main memory 6 over bus 4 to buffer memory 20 is 
much greater than the transmission of data over network physical link 14. 
For example, for a 100Mbps FastEthernet link, it takes 42 microseconds to 
transmit a 1500 byte frame but takes only about 11 microseconds to copy the 
same frame across bus 4. It is important that the size of buffer memory 20 is 
greater than the size of one frame data. In the case of Ethernet, a frame 
consists of 1,514 bytes. A preferred design for buffer memory 20 is 3,028 bytes 
which is two full size Ethernet frames. 

At time 205, as also in Figure 2, serial side controller 40 commences 
transfer of data from buffer 20 to parallel to serial converter 28 and hence to 
network interface 32 and onto network physical link 14. Again as in 
Figure 2, the difference in time between time 204 and 205 is known as the 
threshold period which is a programmable parameter and is measured in 
units of bytes stored in buffer memory 20. At time 206, the copying of a 
complete frame from main memory to buffer memory 20 is complete. 

So far the sequence of events of Figure 4 has been the same as that of 
Figure 2. However, at this point, the present invention differs from the 
prior art. After the complete frame copy event at time 206 in the present 
invention, parallel side controller 34 issues a frame copy complete 
indication at time 207. The indication may be in the form of an interrupt, 
writing to a particular location in main memory or setting a flag. The frame 
copy complete indication will appear to the NOS of CPU 2 as a transmission 
complete indication and will be responded to as such. Thus, the bus 
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mastering network controller of the present invention will be compatible 
with all existing NOS that support prior art bus mastering network 

controllers. 

From time 207, parallel side 18 and serial side 22 operate substantially 
independently. At time 207, the transmission by serial side 22 over the 
network physical link 14 has not yet been completed. However, parallel 
side 18 continues to interact with CPU 2 to write the next frame to buffer 
memory 20 while serial side 22 continues to pull data from buffer 20, 
convert it to serial data and transmit it over physical link 14. 

Referring again to Figure 4, at time 208, the transmission complete is 
acknowledged by the CPU at the driver layer. At time 209, the transmission 
complete is acknowledged in the CPU at the lower protocol layer. At time 
210, the transmission complete is acknowledged in CPU 2 at the upper 
protocol layer. At time 211, transmission of the first frame of data 
complete. Times 210 and 211 are determined by independent events and 
not necessarily the same. At time 212, serial side 22 issues an indication that 
the transmission is complete At time 213, parallel side 18 acknowledges 
receipt of the Tx complete indication from serial side 22. Events 212 and 213 
are the only interaction between parallel side 18 and serial side 22. This 
interaction is necessary since it allows parallel side controller 34 to reallocate 
memory in buffer memory 20. That is, as memory locations are freed up 
because a frame has been successfully transmitted over physical link 14, such 
memory locations are made available for copying a new frame from main 
memory 6. At time 214, the upper protocol layer of the network operating 
system transfers a new packet. At time 215 the lower protocol layer transfers 
the next frame to the driver layer. At time 216, the driver layer programs bus 
mastering network controller 16. At time 217, CPU 2 issues the Tx 
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command for the next frame. At this point, the process for one frame is 
complete. Note that parallel side 18 and serial side 22 operate much more 
independently. This is known as a super pipelining architecture. 

Figure 5 is a flow chart of the invention. At reference numeral 50, 
bus mastering network controller 16 is in an idle state. From the idle 
condition, follow data path 52 to process step 54. In process step 54, bus 
mastering network controller 16 receives a Tx command from the NOS in 
CPU 2. From process step 54, follow process path 55 to process step 56 where 
bus mastering network controller 16 acquires system bus 4. From process 
step 56, follow process path 57 to decision block 58. Decision block 58 tests to 
determine if there are any unused memory location in buffer memory 20. It 
may be full because, for example, serial side 22 could not acquire access to 
network physical link 14. Full is defined as having less than four available 
bytes. If buffer memory 20 is full, follow process path 59 and repeat the test 
of decision block 58. If buffer memory 20 is not full, follow process path 60 
to process step'62 where parallel side 18 of bus mastering network controller 
16 initiates copying a frame from main memory 6 to buffer memory 20. 
Next follow process path 64 to decision block 66 which tests to determine if 
an entire frame has been copied from main memory 6 into buffer memory 
20. If no, follow process path 68 back to decision block 58 and repeat. If yes, 
follow process path 70 to process block 72 which posts an indication to CPU 2 
that the transmission of a frame from main memory 6 to buffer memory 20 
is complete. From process step 72 follow process path 74 to decision block 76 
which tests to determine if there are more frames in main memory 6 that 
have been queued up by the lower protocol layer of the NOS in CPU 2. If 
yes, follow process path 78 to process block 56 and repeat the process. If no, 
follow process path 80 which returns bus mastering network controller 16 to 
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an idle condition. 

For serial side events, follow process path 65 from process step 62 to 
decision block 82. Decision block 82 tests to determine if the threshold 
number of bytes of data are present in buffer memory 20. If the number of 
bytes in buffer memory 20 has not reached the threshold number, follow 
process path 84 to retest. This loop continues until enough bytes of data 
have been written from main memory 6 to buffer memory 20. When the 
number of bytes in buffer memory 20 has reached the threshold, follow 
process path 86 to process block 88, at which point serial side 22 commences 
the transmission of data from buffer memory 20. From process block 88, 
follow process path 90 to decision block 92 which determines if transmission 
of the frame is complete. If no, follow process path 94 to retest. This loop 
continues until the current frame has been transmitted. If yes, follow 
process path 96 to process block 98 which posts an indication to parallel side 
18 that the transmission of a frame is complete. This indication is required 
by the parallel side so that it can control buffer memory 20. That is, it knows 
that certain locations in buffer have been successfully transmitted, and thus 
those memory locations may be reallocated for new data coming -from main 
memory 6. 

In the process as set out in connection with Figures 4 and 5, the driver 
layer of the NOS frees up all of its resources related to a particular frame 
when the Tx complete indication is acknowledged at time 208. Thus, bus 
mastered network controller 16 cannot report transmission statistics on a 
per frame basis as is done in the prior art. Indeed, the present invention 
assumes that each frame is successfully transmitted as soon as it is copied to 
buffer 20 and the Tx complete command is issued. But not every attempt at 
a frame transmission is successful. According to the present invention, this 
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possibility is handled by requiring that buffer memory 20 retain a copy of the 
frame being sent until the complete network TX indication is acknowledged 
by parallel side 18 at time 24. Thus, if a frame fails to be sent correctly, it is 
sensed by serial side controller 40 and communicated to parallel side 
controller 34 and a series of retries is initiated. In addition, if the failure to 
transmit is due to an underrun condition, parallel side controller may 
change the threshold number of bytes. The transmit statistics relating to 
collisions, underruns, and the like are kept in registers tha, are internal and 
associated with parallel side controller 34. As frames are transmitted by 
serial side 22, an internal message is generated and passed to parallel side 
controller 34 over signal path 46. Parallel side controller 34 updates a set of 
registers associated therewith. This data is then made available to the NOS 
on an inquiry basis. That is, these counters are interrogated by the NOS only 
when it has a need to know and thus reduces the bandwidth consumed by 
transmitting frame statistics on each successful frame transmit as done in 
the prior art. 

The foregoing preferred embodiments are subject to numerous 
adaptations and modifications without departing from the concept of the 
invention. Therefore, within the scope of the appended claims, the 
invention may be practiced other than as specifically described herein. 
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